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Schedule 1- Amendment to IPC

Schedule 2 — Amendment to Indian evidence act

Schedule 3- Amendment to Bankers book evidence act

Schedule 4 — Amendment to RBI Act

IT ACT ( Amendment ) 2008

00().Sl. @Y GRBOLM §.21Q al@aHo - 2008

®af).Sl. LD MWao uo@els)mc@' a0V - 2008 cwlavomid 23,24
9a().S1 a3V Mlao 2008-0d @Jrawag 8qj alsjo’- 2009 sanenjoid §
6RBUM] §.21Q ag).S). GRYE MelnN®d am” - 2009 aeaomid 27

There are 14 chapters and 124 sections, 4 parts, 2 schedules in IT Act
(Amendment) 2008

Part 1- Preliminary
Part 2 - Amendment to the IT ACT 2000

Part 3 — Amendment to the Indian Penal Code
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Part 4 — Amendment to the Indian Evidence Act

Schedule 1- Documents or transactions to which the act shall not apply

Schedule 2 — Electronic signature or electronic authentication technique and
procedure

SECTIONS OF IT ACT

OIVSHUM 3 - DRICRHITM]B: HOGHNIAHBIOS (JomIe o
Section 3A - Electronic Signature

Section 4-10 - Electronic Governance

OIVGHM 5 - AN AVIEUN 28 MAnI1000 @11 j0lQM@”

DMVSHM 6 - NABHIBIOMW)0 MALHID oFRMMVHSIHSW)o NN IMERSIC
DLICHIM B 6)0(3@@0(3(\15]6)(@@30 W@ MV1EUN J010360Q0 O lBWIWS

OAVBHD 7 - DEICHITMS HOCHNIBABHUB TYHHl 5] AIYIN@IOM TVoEITW]
Section 8 - Publication of rule, regulation etc in electronic gazette

Section 10 - Power to Make Rules by Central Government in respect of Electronic
Signature

Section 11 - Attribution of electronic records

Section 12 - Acknowledgement of receipt

Section 13 - Time and place of dispatch and receipt of electronic records
OaVHUM 17 - %:6MB(SIBNIESW)o NY° DEBLONIVABESYo MIWAMo MVosnIMW )’
OaLHUM 18 - %:6MB(SIBNOS ajpEIBHUY
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® ) ©)]
WHATSAPP TELEGRAM INSTAGRAM m YOUTUBE


https://wa.me/message/V4TVTD4LZLAFP1
https://t.me/supernotesbyAK
https://www.instagram.com/supernotesbycivilianz?igsh=eWRzOHBoanRreGU5
https://youtube.com/@supernotesbycivilianz?si=4gAysVbSeeH_zX8C

super
notes

by CIVILIANZ

L +91 8281 223 366

omaH™ 21 - g3 Mleuns)@ MASladlenQ)ud aN®aame §21Qomss
01 MIHM MVomIMWISRIMO.

Section 44- Penalty for failure to furnish information, return etc
Section 48 - Establishment of Cyber Appellate Tribunal
Section 62 - Appeal to High Court

OIVSHUM 65 - HETVMIB S00a10168" (3T MEICHRITMBE:’ AW IRANIHEI VVATWIW CARI BUD
MH90 H2IYHEWI HMYPIV GOIBUY DUBORISIOBHCW) 6 219s:) (Tampering with
Computer Source Document)

OIVBHMD 66 - a0000163” (Hacking) (2008-6c1 cec3u®]l MOn@]d:000 a0dIH6E” af)aN®”
daa(m\égés oleeIg’ Ba0MaMVMY aglamoss]

Section 66 A- Punishment for sending offensive messages through electronic means
(This section was scrapped by the Supreme Court in 2015)

OTVSUM 66 B - meicpemIe;” Da IHOEMEBBRNS GMIaUEMo/ GRAIaHET magoe@(f% avs
dloo@d (Receiving stolen computer or communication device)

oMU 66 C - avi®Ioalnooemo (Identity theft)

oMVHHM 66 D - Grtdmd0350 msom«: (Cheating by personation by using computer
resources)

oMU 66 E - avid00®3ala00smo (Violation of privacy)
oIVHHM 66 F - opaueni@ esoolave (Cyber terrorism)

oaveud 67 A - Pornography -enyylel sN@ssd, alalcwosntd ag)anlaies
@J3@UdMo, @Jaleemo (Publishing images containing sexually explicit act )

oaveud 67 B - Child Pornography ( a:51a:86s anglel al@seid, oNauleosud
af)MAIQSS (@J3BUDMo)

OIVHHM 69 A - 8@ @MiygA 016N’ 2a1EWUls] 0N0ICEEUY LI8§MISRMO)
MSQMDIMSBS CH((3 cm(ﬁoes))aﬂ@(@ @RW1HI00
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2020 -@d 6ag).S1. BRG HAVSHHM 69 A (@JB000 GH@BMVABHI@ MW H8 almIay”
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Section 70- Unauthorized access to protected system
Section 70 B — Indian computer emergency response team (CERT-in)

OIVBHUM 73 - 6®QI® NG AVIGUN2JB MIBMNIEMAN0 (@Jaleemae (Penalty for
publishing false digital signature certificate)74 — Fraudulent Publication

The term ‘Electronic Signature’ was introduced by Information Technology
(Amendment) Act 2008.

09aVNIA B:0633UD

@;(ﬂlég@, @q@@s)mg’, HRONMUDD GanIEND af)amT ANAIEANMIA® MVIGE:G]H:
90 1H06MEBSMIW] MIMWORIS MSTDAD HQHEBBUD - HOTVMIO &R §6aBUD

Intellectual property Right

Intellectual property infringement is the violation of an intellectual property right

Intellectual property right violation includes

1. Trademark violation

2. Software piracy

3. Patent violation et

1. World Intellectual property right day - April 26
2. World computer security day — 30 th November
3. World computer literacy Day — 2 nd December
4. World Telecommunication day — 17 th May

S. Internet security day — February 6
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20086100’ 2D QST HU EROIWeR| AN = 20000

202GHY” (@JWIMAIW0 3 oo

00AQI9 a03Q a0ICDANP, NIIBE a0IQ aOICHANE, G a0IQ aOICLNE

mmﬂﬁ&@(@gmjmﬂ @210 / 89Q” 90TVMIA @ERYGRMEEBOS @®]E0IWHs MAIEIEM —
99019 a00Q” a006HDY

@1Q01380, @S| @SEEIAI LIBYANG §BIMNE HOTVMIA CLNGOD GNANMTD &:Q
630D .21Q)MNMAIAEM = IIAH a0IQ” a0IBHOY

@SN HOAIY” 007" 200EHNEIVT (@JAUBDD 2] alanls” aNaeaEBU @JmELeq | SO
MLOMIEM]HLIR0 BNFANAIVIM = G a00Q a0ICHNY

HOAVHMIA (HIBN o= FMEIULCOMINS BN égokgelo, Dleple) 1@ sleen m«sﬂ@hjﬂ EsNwWled
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aflotlow” (Phishing) -@emlar myoeso alyamn@aNala@ssda 0ay GG, a@wlg’
QW aflaiesasud aamlal algzn0dREBEIRN6S @210@OTTOWSIHOMM @JYom)

Snooping

mQ user MHO aDVWEJSHBo CAWYWo BRAIANTVIO® ANWIEBAM @& 1@

Password Sniffer -a@ User oa3 User Name, Password ogyanlar Login avaoom”
£06H0RA) 621 GJOWIRHUY

G O@af = GRAVONBAILINO® BT dMI égo’lael aNaiesewd CD, DVD, soa10d366) (ol

of)aM10l Da ICWIW 2] DOQIT HMI <(}_S,okseloes)“ oggcm@”

99aVMIA HSOF1MN0 - IR ADIWBHO ABH®, alAIWIGHIV0, MYOHH DAUNSHDOO HTVNIA
MVEH:MEBBSEILNS MSADAD (@JAIADDMo

Email Spoofing - aijoz o-o001©3 BOAYINAICOW] o] Iy %:08 dODFLB o]
Q010U ¢210Q@ODMM @JYam]
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20VMIAQ MV 105ToW) -BDEBIIUTIHEN0 BRYWIRHIA1HEAI @Y @mem“s)e)(ruggoeauﬁ ag)an
o®g1eL0la 1] a1y022 HalNT DOTVAM:Go QflelvaEBgo MYI0IBHBAM (@JYOD] 6.21QaN@

00aVMIA AENEAHUM - BT AIYGMINSHD]VICWI BT GHMUMIBH af)DVICWI HMQIWV
TUEBUEBUY D-HAWVITD, HRIOOETUDD, ETVIAUIDD HMYIBBE) ag)aMI! AP (@)alGlo{laf
@160 | SEDM@IET”

eaaumId® anadaveillmie - &au égoms% yda] 5f|@1a83aM Ofl0IE BBOSEWI, G:MIFOIOMEWI
6000HSBHEWI GHFn10g AUBODEEWI

Intrusion problem (Access Attack)
Authorized user ®omm @eolao.0aviass data access 6a1QaD A1)

SPAM - w0980 @cﬁg)@omg Da ICWISMIGHNS] GRIGH 6360 TVEMBUo @M AflGAIAIMO
201®2001 GrOEIM@Iem SPAM agamn aflglesao.

QLA BROIABH = MINB:GHSIOL] B é§g¢b@1@8 MS@AN NVIMIAN]H: DSl flomM aloQIN@”

M0 90108 §8a10m ~ERMWIG®AIW] EGIVIAL HAUWQBUD EGHIq ] 219 (@JYOTN]

Data Diddling - e:miysoleeiss” alloiosmsed (data) m@de)GmHee), M@V B M @M
MBI am:a@Qlo @@Ieel data m0gQo AUBDHAD Q@Yo

HOAVMIA CanIRALRO)

M ég(ﬁ Mm@, @103A a)MINIQYSS TVeOIWETNIOS @D SHOMDMI BN, BaIoqRMd
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MINQIVI®D aleiemi’
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@0@(36)0’)9’](68 #515865 @oylelall @B @alGla lesmM@” @SQYIM@] MOV ¢H0s
Gal0eflny” @RYo&la) alRb®] - B2a]G0aHM all. a0eme”

HHMI %S@ 6010’

SN ég(ﬁ (@JAIBOMEBREOS MIQRINIBH AIND HFIQIBS M égcb GJOWINDUD - &M égéﬁ
OHAUOMY’

OOHAUOMYHOS GalIHLl HOSIHBHQo HhM égcﬂ«)% mlan” &»m égmcgeloes)“ IS Qo 621QaM
GJoWIYHHUD -Worms

VIRUS - Vital Information Resource Under Siege (General)
Virtual Information Resource Under Seize (Networking)
99OV’ ag)M alBo @RYRIRIW] DaleInlajm. - Fred Cohen (1983)
@RYBY B égé o010’ - 1M (PSC @es 90mao @1al@ agamaem)

@a@)@@m(é]@(‘@ @3y @a120@ ARPANET @3 snnwlsl @y 60010y - @laId
(Creeper)

EIM aeaomy” alle:mlaflosjsom®” - Basit Farooq Alvi, Amjad Farooq Alvi
@RYBY HONEEH oeacmcég(a DOAUOMY” = ag)@BBE) ELH06MA

9HAUOMY’ NIDWo| GRYBY GalPEMTD @MiySA - @YD

@RBY HRORMITD sealomy’- Cabir

2019 @B asm’ G flom mowls] NSO - HalnITVI”

2019 wlauominl@3 @RMEEWIVL 630e]c0g16msE” V1RO snIoUls) enius’ -
STRANDHOGG

2020 520103 GRMGALIWI GaNIEME:OE MW a] HRINEMITD Ideslow” NOMOUWA
- Event Bot

2020 ©@60c101@ ERMGALIVIIU Ganoem@:eg MmwWlal 206U - Black Rock

9OAUOMYHOB MWl 18N GJoWIo @RYAZ] HeAIOMY
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(JWIM @R)AF] HOAUOMHUD

@aay, AVG, #:0qieeaiony], @eaflo,ecma@g6emd, enflg” alanadd, & e «01@d, Mc Cafe
o=@ 0219588 ARGy HOMVMIA HOB)o BRYBWOS Galdlelem”

- GROMVaN GO &R0 IW”

Do leel @3y §aaLmId &00negl - ERIlaL’ @RIV

D YONHEI @RYBY HOAVHENIA GBI 210G1a] AEHIDD - alQI® UYRODd
Dol @REY HOMVMIA CaldqYy 63201V~ OO

Dol @REY HOVMIA OO0 Galdellmy” cayaud - MOog)BCB
CHOSOMOL! BRYRY HOMVMIA Gatoerlay” cgq}gosn(fb - alg0 (@AM ODaJ00)
DAMIVIeL! BRRY HOIVMIA EHHISH] - mé(w(b%njﬂ

OAMIVPL! BRYRY HOMVMNIA HGan - QoSN

aBatyM MU Bad’ HeaUMIA ¢eld MEI® H2IYIME - adom

DM O0R! BRBY AUMI®I HOMVMIA Hee HMEOAUMFIGNQA (Woman cyber crime
investigator) - wmyo cacmod

OHAMVHMIB MIDIDTIV! af)aM alBo ERYEY MOV DalEWIUTl o™ - afleljo Wleniauerd
("Neuromancer' ag)am o Jrusom10d)

oamyes @y Cyber Crime Prevention Unit - AASHVAST (woawlmn®, wmooom)
Cyber University @p0oc1e900d ®1@320m] ) ami@leel @cy MuoundMo

- 200J0IY

af)eld Hleldglejo ®aaVMIA Galoeray”’ @(Exgosamoe;(@ uNdafla] GRYRBY MVMVOIMo = NaOIBIAY

0oaVeNIA BB MsWIMIn] mayloel @3y GHMES Soenloss’ amg” AIdHs)
aulaye (CCTNS) @ryool ) uoaunomo - 220000y

Oam | @oL! HOVENIA @(’ggg" 2f)MOTWHAFAN TVoMNIMo -BRYAWI(JEBUD
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99aVmMId M2 MG UM GBS aBaty(d 0220 - MVlow)gd
©OIVMIA MVMO (JOMILIYENITD QI BRYBY BAHIGEIMaUM LYo - DAY

90aVeNIA MYEBHY’ EAUME] e MWABEIR Galo M@BHI W BlHN}M @emyd: Slo -
DAY HM! égéﬁ 2f)2@RMB MV HoaVEaI06MMY slo (CERT-IN) (meian@d aiana’- 2004)

PUNISHMENTS IN CYBER LAW

Section Contents Imprisonme Fine Up to
nt Up to

65 Tampering with computer 3 years 200,000
source code documents or/and

66 Hacking with computer 3 years 500,000
system dishonestly or or/and
fraudulently

66B receiving Stolen computer 3 years 100,000
resource or/and

66C Identity Theft - 3 years and 100,000
fraudulently or dishonestly
make use of the electronic
signature, password or any
other unique identification
feature of any other person
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66D cheating by Personation 3 years and 100,000
by using computer
resource

66E Violation of Privacy 3 years 200,000

or/and
66F Acts of cyber terrorrism Imprisonme
nt for Life

67 Publish or transmit 3 years and 500,000

Obscene material - 1% time
5 years and 10,00,000
Subsequent Obscene in

elec. Form

67A Publishing or 5 years and 10,00,000
transmitting material
containing Sexually 7 years and 10,00,000
Explicit Act - 1* time
Subsequent

67B Publishing or S years and 10,00,000
transmitting material
containing Children in 7 years and 10,00,000
Sexually Explicit Act - 1*
time
Subsequent

67C Contravention of 3 years and Not Defined
Retention or preservation
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of information by
intermediaries

68

Controller’s directions to
certifying Authorities or
any employees failure to
comply knowingly or
intentionally

2 years
or/and

100,000

69

Failure to comply with
directions for Intercepting,
monitoring or decryption
of any info transmitted
through any computer
system/network

7 Years and

Not Defined

69A

Failure to comply with
directions for Blocking for
Public Access of any
information through any
computer resource

7 Years and

Not Defined

69B

Failure to comply with
directions to Monitor and
Collect Traffic Data

3 Years and

Not Defined

70

Protected system. Any
unauthorised access to
such system

10 years and

Not Defined

70B (7)

Failure to provide
information called for by

I year or

1,00,000
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the *I.C.E.R.T or comply
with directions
71 Penalty for 2 years 100,000
Misrepresentation or or/and
suppressing any material
fact
72 Penalty for breach of 2 years 100,000
confidentiality and privacy or/and
of el. records, books,
info.,etc without consent of
person to whom they
belong.
73 Penalty for publishing 2 years 100,000
False Digital Signature or/and
Certificate
74 Fraudulent Publication 2 years 100,000
or/and

® e O o B i
WHATSAPP TELEGRAM INSTAGRAM m YOUTUBE



https://wa.me/message/V4TVTD4LZLAFP1
https://t.me/supernotesbyAK
https://www.instagram.com/supernotesbycivilianz?igsh=eWRzOHBoanRreGU5
https://youtube.com/@supernotesbycivilianz?si=4gAysVbSeeH_zX8C

